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7 IEEE 802 LAN #, KRZFAEF 7 7 LLE A A A 8 14 % 4 2] R W B IR & FE N %
MERBHEANT ZEH, HHZEERNENEA, SHENLZ2NENERELEETER, &
DA B AEE N b, RER P X WESEETEEERAE, EERI LR RENE K, [EEE
802.1X WX E A X EF E TR KK,

IEEE 802.1X & — /M F3% o iy W & F B 4= 4] (port—based network access control) #r¥E, ¥
LAN B xt M R TN, X2 IEEE REZ a4t xt LKWy & 28k G T & [T %] € An g, &
@A A TEEE 802 LAN (¥ 6y 3tah b, 4R —Fh ik 4 2] B3 Pk & o L P AT AGE 0 F B

AIE WESEM T
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IHE1 802.1X BEFREH

512 802X AEANREE |

Ee= b 802.1X Auth-Fail/Guest VLAN HEIF &

W& 1-1 fF7n, AC 5 AP ffi ] VLAN 100 5¢ €, Client F1 AP #% %] /> 76 A [F] f VLAN 1, H.
Client Fil AP #2301 DHCP server 3R IP #ihlfg . 2R .

(1) RH EAP gty =06 % P A T4 802.1X IAIIE,

(2) ZAHl EAP TAIIE 7R H peap-mschapv2.

(3) 4 Client AIFIE A IEH FZRf5, FTLAFEA VLAN 300 #4725 I0 A
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1-1  802.1X Auth—Fail/Guest VLAN HAFCE

BRI
1. Guest VLAN

FEAT S ) 246 T A el 9 Aol 9 v, P AR A 802.1X IAIIEZ HTJE T+ “EAET 1Y
VLAN ( Guest VLAN), HFVilAliZ VLAN WA SEIEATT 2GR, HAgUinAa PRGN 45 3¢
U8, (HRBEVIT AR MIZE R o X1~ VLAN /2 Guest VLAN. ¥ i YGIER) & i
BT Guest VLAN H1, BT R BEVI ] Guest VLAN IR 55 % O VR, FH 7 WAL T Guest
VLAN iR 552§ ] DUREL 802.1X % P o i . FHEE oy, i T A — 2 i F 4
P (AP 2e 4 iE . BE RGEAN TRRF A ) o 02 KA QSR8 € DGR 7 il
P uRAS AR, B S B A R 1 TR P R RE IR Y, AR S
%5 A Guest VLAN. AUERLHIE , ¥ H 2§ Guest VLAN, P gl mT Rhijs ) f5
14 24 BT

2.802.1ac

MZOHARKE, 802.11ac SE7E 802.11n bz FHE B KA, 45 802.11n
Y 5 GHz #i %

AT AEE T PR -, 802.11ac ¥4 UFH] 802.11n By MIMO (Z#E£LHY) ik, HEH
1Rk R85 Gbit/s BT T HEA, H—DHr B BARA B & H Ak 1 Gbits, HIW
SRR B LA AL R R

802.11ac /N1 38 iy TA/EM 5644 i 802.11n 1Y 40 MHz, #2713 80 MHz £ % 160 MHz,
FEIN 249 10% B SEBRATRIRICREE T, SO B R 802.11n 5511 600 Mbit/s
BRTFZE 1 Gbits. 248K, SEhnEf ] GE7E 300~400 Mbit/s, 2T HHT 802.11n SEPrfE 5
(75~150 Mbit/s) [ 3 %, UITE—Z&(51E I [F) B 24 2 i R 4 A i

AN, 802.11ac i K HEZE 802.11 4 R U T A bR AIRLTE, A0 45 RIKE 4 A5 1Y 802.11s
TCER PR IERG L) Je 802.11u 45, FEL AV, EO0F 58 23806 802.111 & A hrifE i) T N
2, MRAERRE S B LI P R R AR 802.11ac LML H AR, Ak 802.11ac
W 5 B Al B 5K B S TC AR 1 E, JF H SR R i A N Y A DL s W A
N
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3. Switch

Switch &AL, B2 WA S H AL T AE Aok e i LA 0 el T B S8 1 i)
1 2SR RAT S . Switch BUEE I HUB R, X2 T HUB AHIE H AR bk 7Eff b,
JUT LA R 3500 B T A 1 1. i Switch oA — 5K & 3%, WA B ARHbhEAE T AL,
FORE - 2 BN HE L ASRANAE H bR ks B &k BT I . G X REad ug T
DAREMRAEEA M2 BBt i, $ e

J
Lz

1.1.1 BeE B

i T EAP TAGIE )7 22K JH peap-mschapv2, [t 75 5 Bl & F T EAP IATEARY SSL IR
55 i g RIS

1.1.2 BEEFEEIR

(1) Auth-Fail VLAN Fl Guest VLAN #J H 328§ clear 2SR o2k R 55 A -

(2) BLE AP P SHE, BORIZTH)5 5 AP ME—XFN, AP YF55 Al LLidE st AP
VA T IR AR

FETCHRRIRZH R (IS DL, JCZR A il o fiff FH iy 11 22 ek

1.1.3BELE

1. B & AC
(1) FlE AC 211,

# B VLAN 100 S HXS B VLAN $£ 10, Fi%3% D RCE 1P Hihk. AC 4 fd ]
2R 1P Huhk 5 AP @57 LWAPP Bk iE

<AC> system-view

[AC] vlan 100

[AC-vlan100] quit

[AC] interface vlan-interface 100

[AC-Vlan-interface100] ip address 133.100.1.2 16

[AC-Vlan-interface100] quit

# B VLAN 200 /24 ESS 4 H B54 VLAN

[AC] vlan 200

[AC-vlan200] quit

# fld VLAN 300 /£ Client #2 A 45 VLAN

[AC] vlan 300
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i l; [AC-vlan300] quit
# B VLAN 400 /£ Guest VLAN

[AC] vlan 400

[AC-vlan400] quit

# 8 VLAN 500 /4 Auth-Fail VLAN

[AC] vlan 500

[AC-vIan500] quit

# fiLE AC (1 GigabitEthemet1/0/1 #2 HAYJEMA Trunk, Jf721F VLAN 100, VLAN 200,
VLAN 300, VLAN 400 1 VLAN 500 i@ iz

[AC] interface gigabitethernet1/0/1

[AC-GigabitEthernet1/0/1] port link-type trunk

[AC-GigabitEthernet1/0/1] port trunk permit vlan 100 200 300 400 500

[AC-GigabitEthernet1/0/1] quit

# B WLAN-ESS1 #2110, JHfic & 4% A8 4~ Hybrid

[AC] interface wlan-ess 1

[AC-WLAN-ESS1] port link-type hybrid

# Wit 245 Hybrid %7 [ PVID 4 VLAN 200, 2% (- VLAN 1 i3 Jf f2iF VLAN 200,
VLAN 300, VLAN 400 £ VLAN 500 A7 Tag i i

[AC-WLAN-ESS1] port hybrid pvid vlan 200

[AC-WLAN-ESS1] undo port hybrid vlan 1

[AC-WLAN-ESS1] port hybrid vlan 200 300 400 500 untagged

# #£ Hybrid %t 1 {58 MAC-VLAN Tjfig

[AC-WLAN-ESS1] mac-vlan enable

# 16 WLAN-ESS 4 I g B3 H 22 44600 802.1X AIE

[AC-WLAN-ESS1] port-security port-mode userlogin-secure-ext

# BCEINIEAR A T Al LATiTR] VLAN 500

[AC-WLAN-ESS1] dotlx auth-fail vlan 500

# BCEARAUER P AT LTI VLAN 400

[AC-WLAN-ESS1] dotlx guest-vlan 400

[AC-WLAN-ESS1] quit

(2) BCEILRST .

# A4 clear ZEAYAY ISR 1

[AC] wlan service-template 1 clear

# VBCHE TR 55 BEARIT) SSID i service
[AC-wlan-st-1] ssid service

#$% WLAN-ESSI1 4% 148 E 2R 55454 1
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[AC-wlan-st-1] bind wlan-ess 1 o

‘ Lzi
# Je I TC 2 ik 55
[AC-wlan-st-1] service-template enable

[AC-wlan-st-1] quit
(3) e PHAEE 1 IF46 5 MR 5B

# QI AP AT BIEINR , AP officeap, IS M PR WA2620E-AGN, JCE:
HF55

[AC] wlan ap officeap model WA2620E-AGN

[AC-wlan-ap-officeap] serial-id 21023529G007C000020

# BEA AP K radio 2 HHLI&]

[AC-wlan-ap-officeap] radio 2

#HTE AC FECHE Y clear JSRYM RS HIMR 1 5500 2 #A7487E

[AC-wlan-ap-officeap-radio-2] service-template 1

# flifle AP B9 radio 2

[AC-wlan-ap-officeap-radio-2] radio enable

[AC-wlan-ap-officeap-radio-2] quit

(4) JHE0E 802.1X AHIIAUE L FHF 4 .

# 42 JR Tl AR 14 42

[AC] port-security enable

# it B 802.1X IAIFAE R EAP

[AC] dotlx authentication-method eap

# B SSL IR 55 v A M test

[ACT] ssl server-policy test
[AC-ssl-server-policy-test] quit

# Wil 'E EAP Profile 7 test

[AC] eap-profile test

# JBE SSL MR F5 v M test
[AC-eap-prof-test] ssl-server-policy test

# B ENIE T 208 peap-mschapv2
[AC-eap-prof-test] method peap-mschapv2
[AC-eap-prof-test] quit

# B & local-server

[AC] local-server authentication eap-profile test
# FL'E local-user FH 744 4 user, #%°h 123456

[AC] local-user user
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i /‘ [AC-luser-user] password simple 123456
10 N
[AC-luser-user] service-type lan-access

[AC-luser-user] quit
2. B & Switch

# A VLAN 100, VLAN 300, VLAN 400 1 VLAN 500, Hrt VLAN 100 1 T4k
AC F1 AP [i] LWAPP B4 93 ft, VLAN 300 HJCZ P2 A VLAN, VLAN 400 {f
A Guest VLAN, VLAN 500 /£ Auth-Fail VLAN

<Switch> system-view

[Switch] vlan 100

[Switch-vlan100] quit

[Switch] vlan 300

[Switch-vlan300] quit

[Switch] vlan 400
[Switch-vlan400] quit
[Switch] vlan 500

[Switch-vlan500] quit

# Bt B Switch 5 AC #H 3% i) GigabitEthernet1/0/1 2 I () J& 1~ Trunk, 47 Trunk
Ui 1A PVID 24 VLAN 100, i VLAN 100 it

[Switch] interface gigabitethernet1/0/1

[Switch-GigabitEthernet1/0/1] port link-type trunk

[Switch-GigabitEthernet1/0/1] port trunk pvid vlan 100

[Switch-GigabitEthernet1/0/1] port trunk permit vlan 100

[Switch-GigabitEthernet1/0/1] quit

# It & Switch 5 AP #H i# 1Y GigabitEthernet1/0/2 % I /) J& 1 A Access, I 7t 1F
VLAN 100 i3

[Switch] interface gigabitethernet1/0/2

[Switch-GigabitEthernet1/0/2] port link-type access

[Switch-GigabitEthernet1/0/2] port access vlan 100

# fiifiE PoE JJfk

[Switch-GigabitEthernet1/0/2] poe enable

[Switch-GigabitEthernet1/0/2] quit

# Bid'® Switch 5 DHCP server A1 ) GigabitEthernet1/0/3 4% LAY @M Access, I
FeiF VLAN 100 j@ it
Switch] interface gigabitethernet1/0/3
Switch-GigabitEthernet1/0/3] port link-type access
Switch-GigabitEthernet1/0/3] port access vlan 100

[
[
[
[Switch-GigabitEthernet1/0/3] quit
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1.1.4 BEiEEE .

— Sz
(1) #£ AC i@t display wlan client 74P LAF 2], 4 Client FLH2CHE SSID 1A i

FFIMIERT, Client #E A VLAN 400,

[AC] display wlan client
Total Number of Clients 01
Client Information

SSID: service

MAC Address User Name APID/RID IP Address VLAN

0021-632f-f7bb NULL 1 /2 0.0.0.0 400

(2) Y4 Client {ii FHIEAf ) F P 44 Al iNode tAGIF_EZRRT, Client #F A VLAN 300,
TE “iNode B RER o EFE “Brel” &, WA 1-2 Fios,

B 1-2 iNode BREE s
FEFLR A B b N2 (N7 L, i 1-3 s

1-3 FEERODS
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PEFE “802.1X PN (X)”, s “F— (N)” #dl, il 1-4 s,

1-4  IEFAIEHNY

—————————————————————— HOEE PR (O, Wli “F b (N)' i, WP 15 PR

1-5 IERERER
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WP HHESAE (E)” M UEBUGE (1), Hdy “DERiE (S) .7 f&4,
K 1-6 i Lz

E1-6 WFPER
TEFLAY “TEBIGERMBCE” @A, BEEMESEDN “PEAP (A)7, M AGHRE
MR AEdy, Bl e R, i 1-7 Bos.

1-7 EBANESRRE
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fii/H display wlan client s 4> F A5 T Ab VLAN JiiEi# L 1) VLAN 300,

gl
[AC] display wlan client
Total Number of Clients o1
Client Information
SSID: service
MAC Address User Name APID/RID IP Address VLAN
0023-8933-21ff user 1 /2 0.0.0.0 300
(3) Y Client fif FH 4t 15 1) ] 7+ 4% A% 38 5 iNode AIE EZ&I, Client [ 285 HEA
VLAN 500,
1E AC [Afiff] display wlan client Ay 2% F B3£I 4k VLAN & Auth-Fail ) VLAN 500,
[AC] display wlan client
Total Number of Clients 01
Client Information
SSID: service
MAC Address User Name APID/RID IP Address VLAN
2477-0374-2cc0 user 1 /2 0.0.0.0 500
7£ AC I ping ¥ A ¥ Client, 7#fj I\ Client Jil A Auth-Fail 1§ VLAN Jf H i {5 1E %
(Client i IP #uikidi it DHCP 3845, A7 Client Fi#fT47F ).
[AC] ping 133.20.0.1
PING 133.20.0.1: 56 data bytes, press CTRL C to break
Reply from 133.20.0.1: bytes=56 Sequence=0 ttI=128 time=2 ms
Reply from 133.20.0.1: bytes=56 Sequence=1 ttI=128 time=2 ms
Reply from 133.20.0.1: bytes=56 Sequence=2 ttI=128 time=1 ms
Reply from 133.20.0.1: bytes=56 Sequence=3 ttI=128 time=2 ms
Reply from 133.20.0.1: bytes=56 Sequence=4 ttI=128 time=1 ms
--- 133.20.0.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
10
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0.00% packet loss

round-trip min/avg/max = 1/1/2 ms

MR R 5 B el LIE S, MAC Hiiik &y 0023-8933-211F 1 Client TA3iF %, 2 3 i
A VLAN 300, MAC #iihil: >~ 2477-0374-2cc0 1) Client TAHIES M FE2E A VLAN 500 ( Auth-fail
VLAN), MAC #ifil- 0021-632f-f7bb F4) Client ATATEN]3EA VLAN 400 (Guest VLAN) .,

[AC] display wlan client
Total Number of Clients 03
Client Information

SSID: service

MAC Address User Name  APID/RID IP Address VLAN
0021-632f-f7bb NULL 1 /2 0.0.0.0 400
0023-8933-21ff user 1 /2 0.0.0.0 300
2477-0374-2¢cc0 user 1 /2 0.0.0.0 500

B02.1X HE HARE

WE 1-8 s, AC 1 H AC 2 B HWHLAES, BIESR AC 1 Fl AC 2 TEIB 1T AL
THOLT ZFF 802.1X & iR B4y, 7EF 4 AC I e, Ko ARaEH LT
2, MTDARSRIERE S . TR

(1) RAINZE AN MRS, £k AES-CCMP,

(2) 76 AC 1 IEH TAEMTEN T, Client 3 AC 1 47 802.1X INIEHEA; 7EAC 1 &
AR TS, Client it AC 2 B2A

(3) 802.1X HYNIET =R EAP ki,

(4) >RJH RADIUS M55 #E AMIAMIEAR S %%, RADIUS 55 %% M4 A% % NAS-
IP 2 133.1.1.3/16.

(5) B 1k FH P B B S A 1 4 A 25

(6) FLE VRRP 4= aE B n 5EPE, bl 55 i A et i R Zs i

(7) # VLAN 10 fE %4y VLAN, FTF WL .

J
Lz
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£id

U4

D

INORR " R I —, AC?2
Backup link
VLAN 10 .
Vlan-int100 Vlan-int100
133.4.1.1/16 Mt Virtual TP address 133'411'2/16
Vlan-int400 133.1.1.3/16  Backup ~Vlan-int400
133.1.1.1/16 133.1.2.1/16
Switch
RADIUS server
133.1.0.50/16
AP Client
1-8 802.1X A EHBIRtE

1.2.1 BEERH

(1) A 802X WNIIE, FFZfE AC L v 44,

(2) R 802 1X AUEARAS Ay, 5 ZEBC E AL DfE

(3) FELLIAEET, J TIRIE AC TEUM it e rh, TCR MRS ANrhlbr,  [RIE {25 7 i )
HETE AC [B][RA, TERLE W AC %13 M TACTP %if .

(4) 7EXLAC AR EH, AT ik AP fL/ei#d3] AC 1, TN AC 1 BeE A m it
Jeg

(5) 7E VRRP Bl EH, A Tik AC 1 ih Master, 7554 AC 1 Bt B4 WAL e 4%

(6) M T#5r 802.1X % F i AN SR 5 & A TR T U B, LA 2 i &
MITEL PR TFIhRE, RIS RIN AL P A [l 48 TR SOl s il 4k

(7) XtF I JRIR Mk, 802.1X AIERT LA % 7 o £ o A, ol Tk & 91
PG B shfh %, AN B 2 &% 802.1X ALIE Sy Aok fih % . R, 2 3%
fih A i SC 2 o HITCZe A5 5, PRI S TC 2k Jay Sal 1o v A 92 A B9 DG AT 802.1X 2H #5 ik
RIEE

(8) A 1 B 1k FH P ol 0 AR B A Sl - DAAR S 2 A P86, i T i 1 A s o
NS

1.2.2 iEEiFEFEIR

(1) 5 AC PRAAHICRC E M ARFF—EL



IME 1 802.1X HEIFLE

(2) B AP HYFHIS T, B ORIXFH]5 5 AP ME—XTRL, AP #9515 nf DL i .
AP B ST PR Lea

1.2.3 BRETE

1. BEAC]
(1) Fi® AC 18200,

# Q1 VLAN 10 fE N XL B VLAN

<ACI1> system-view

[AC1] vlan 10

[AC1-vlan10] quit

# B VLAN 100 S X7 /Y VLAN 8210, I R i 1P Huhk . AC H4ff
ZHE A IP Hihk S AP 57 LWAPP BiE

[AC1] vlan 100

[AC1-vlan100] quit

[ACT1] interface vlan-interface 100

[AC1-Vlan-interface100] ip address 133.4.1.1 16

[AC1-Vlan-interface100] quit

# BIE VLAN 200 1£ ESS #1194 VLAN

[AC1] vlan 200

[AC1-vlan200] quit

# BIE VLAN 300 12 Client #2 Al 5 VLAN

[AC1] vlan 300

[AC1-vlan300] quit

# I VLAN 400 24 RADIUS server fT7E VLAN, FEECE H: IP Huhit

[AC1] vlan 400

[AC1-vlan400] quit

[ACT1] interface vlan-interface 400

[AC1-Vlan-interface400] ip address 133.1.1.1 16

[AC1-Vlan-interface400] quit

# B E AC 1 5 Switch #H i i GigabitEthernet 1/0/1 43 [T 4 J& £ & Trunk, I foiF
VLAN 10, VLAN 200, VLAN 300, VLAN 400 i

[AC1] interface gigabitethernet 1/0/1

[AC1-GigabitEthernet1/0/1] port link-type trunk

[AC1-GigabitEthernet1/0/1] port trunk permit vlan 10 200 300 400

[AC1-GigabitEthernet1/0/1] quit
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(2) MCETLEN,
gia
# Al WLAN-ESS1 #: 1
[AC1] interface wlan-ess 1
# L H WLAN-ESS1 #2128 Hybrid
[AC1-WLAN-ESS1] port link-type hybrid
# Wt B 24 A Hybrid ¥ 149 PVID iy VLAN 200, 2% || VLAN 13 id I 784 VLAN
200 A7 Tag
[AC1-WLAN-ESS1] port hybrid pvid vlan 200
[AC1-WLAN-ESS1] undo port hybrid vlan 1
[AC1-WLAN-ESS1] port hybrid vlan 200 untagged
# ffifle MAC-VLAN g
[AC1-WLAN-ESS1] mac-vlan enable
[AC1-WLAN-ESS1] quit

(3) BLE LRS-

# B crypto JERIAY IR 5 AR 1

[AC1] wlan service-template 1 crypto

# 4% WLAN-ESS1 $2 45 5E 2| Ik 5584 1
[AC1-wlan-st-1] bind wlan-ess 1

# W E Y HT RS BRI SSID 2 service
[AC1-wlan-st-1] ssid service

# BLEINEEN 5 CCMP
[AC1-wlan-st-1] cipher-suite ccmp

# LB 4R B IR 4 RSN
[AC1-wlan-st-1] security-ie rsn

# Ja FE 455

[AC1-wlan-st-1] service-template enable

[AC1-wlan-st-1] quit
(4) P SHEE O I8 E IRk 55 1A

# QI AP I FIBN, RN officeap, A5 #FRiES: WA2620E-AGN, It &
HRrss

[AC1] wlan ap officeap model WA2620E-AGN

[AC1-wlan-ap-officeap] serial-id 21023529G007C000020

# 155 1% AP 7E AC 1 HARSESCH 7

[AC1-wlan-ap-officeap] priority level 7

# £ AP (1 radio 2 MLl
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[AC1-wlan-ap-officeap] radio 2 ,. e
# K5 IR S5 BAR 1 287 2] radio 2 HIfHAE radio 2

[AC1-wlan-ap-officeap-radio-2] service-template 1 vlan-id 300

[AC1-wlan-ap-officeap-radio-2] radio enable

[AC1-wlan-ap-officeap-radio-2] return

(5) Bo¥ 802.1X.

# 42 JR) T R H 22 4

[AC1] port-security enable

# PR 802.1X IAIETT H N EAP Hk 755X

[AC1] dotlx authentication-method eap

# ik A WLAN-ESS1 #2 L

[AC1] interface wlan-ess 1

# Bic'® WLAN-ESS1 4% 1 #9311 22 2455k userlogin-secure-ext

[AC1-WLAN-ESSI1] port-security port-mode userlogin-secure-ext

# fliiE WLAN-ESS1 i 12 2= i WL I A L) B

[AC1-WLAN-ESS1] port-security synchronization enable

# {RE 11key KRB AR LI RE

[AC1-WLAN-ESSI1] port-security tx-key-type 11key

# F8 22 802.1X FH P FH Y SR A TSR office, AR 1k FH P i 5 % 2 A8 B oA sl ik 5
P S BES NS

[AC1-WLAN-ESS1] dot1x mandatory-domain office

# CH] 802.1X MIZHRGAM L TIRE, LATT44 Tk M 2% i TE A5 58

[AC1-WLAN-ESS1] undo dotlx multicast-trigger

# RMITEZRHI PR TIIRE, LA AN SRR T D RERY & P s p ik i) 1~ 2k

[ACI-WLAN-ESS1] undo dotlx handshake

[AC1-WLAN-ESS1] quit

(6) Fit' & RADIUS TAIIEHR WS AA I,

# BIEE RN office B RADIUS J5 ZF-2E Az A

[AC1] radius scheme office

# BLE RADIUS J57 5819 FINEMR 55 5 K HGa 15 %4
[AC1-radius-office] primary authentication 133.1.0.50
[AC]1-radius-office] key authentication key

# BCE AC 1 &% RADIUS 2 SCffi HfY nas-ip #ihl->4 133.1.1.3
[AC]1-radius-office] nas-ip 133.1.1.3

[AC1-radius-office] quit
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%iﬂ/_‘ # Q|33 ISP 3, office, FFik A HALE
[AC1] domain office
# A lan-access F AL & 112% 4 none, ANif3%
[AC1-isp-office] accounting lan-access none
# A lan-access ' BC EIAIE /%0 RADIUS 4%, &4 N office
[AC1-isp-office] authentication lan-access radius-scheme office
# A lan-access FH ' BC B AT Z o RADIUS %, &4 N office
[AC1-isp-office] authorization lan-access radius-scheme office

[ACl1-isp-office] quit
(7) ECE VRRP,

# 76 VLAN 400 7. E VRRP #1341 1, JFFECE VRRP & {341 1 #Y KL 1P Hutik
133.1.1.3

[AC1] interface vlan-interface 400

[AC1-Vlan-interface400] vrrp vrid 1 virtual-ip 133.1.1.3

#BCE AC 1 ER YA 1 TPIYIRSEHH 200

[AC1-Vlan-interface400] vrrp vrid 1 priority 200

[AC1-Vlan-interface400] quit

(8) FLE LA

# B & 20 VLAN 45 VLAN 10

[AC1] dhbk vlan 10

# [EREXUHLIAEE DI RE,  H S RpXIpRES AR
[AC1] dhbk enable backup-type symmetric-path
# BCE DL AT 13 1D 24 1

[ACI1] nas device-id 1

(9) BB AC 1.

#BCE S AC (AC2) Y IP HuhkTy 133.4.1.2

[AC1] wlan backup-ac ip 133.4.1.2

#JHIR AC [aIHA 13 DhE

[AC1] hot-backup enable

# BUE T AC [MLESLBEE D 2000 270 (BRETHELT)
[AC1] hot-backup hellointerval 2000

# B E IS AC [AIEHE Y ) VLAN ID 24 100

[AC1] hot-backup vlan 100

# e B & P il R & 1y e

[AC1] wlan backup-client enable
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(10) MCHE IACTP %38 .
g
# Mo E B kxIE , {8 FZ4H 4 PR roam
[AC1] wlan mobility-group roam
# ML E TIACTP BiE M IR LI, 133.4.1.1, o1tk 133.4.1.2
[AC1-wlan-mg-roam] source ip 133.4.1.1
[AC1-wlan-mg-roam] member ip 133.4.1.2
# JFJ IACTP f%if
[AC1-wlan-mg-roam] mobility-group enable

[AC1-wlan-mg-roam] quit

2. BEcE AC2
(1) BCE AC2 3,

# A VLAN 10 /XL ) VLAN

<AC2> system-view

[AC2] vlan 10

[AC2-vlan10] quit

# B VLAN 100 J 4 7 /) VLAN $: 0, Jf iz d O RCE 1P bk, AC H4ff ]
2RI 1P Huhk S5 AP @57 LWAPP Bk iE

[AC2] vlan 100

[AC2-vlan100] quit

[AC2] interface vlan-interface 100

[AC2-Vlan-interface100] ip address 133.4.1.2 16

[AC2-Vlan-interface100] quit

# @ VLAN 200 1F24 ESS $2 L HE% VLAN

[AC2] vlan 200

[AC2-vlan200] quit

# ] VLAN 300 /£ Client # A )55 VLAN

[AC2] vlan 300

[AC2-vlan300] quit

# @7 VLAN 400 /24 RADIUS server iifE VLAN, FFHiE H 1P #uhl

[AC2] vlan 400

[AC2-vlan400] quit

[AC2] interface vlan-interface 400

[AC2-Vlan-interface400] ip address 133.1.1.2 16

[AC2-Vlan-interface400] quit
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-y #HCE AC2 5 Switch AHi%AY GigabitEthernet 1/0/1 4211 A& K Trunk, Jf72i4 VLAN 10,
VLAN 200, VLAN 300, VLAN 400 i it

[AC2] interface gigabitethernet 1/0/1

[AC2-GigabitEthernet1/0/1] port link-type trunk

[AC2-GigabitEthernet1/0/1] port trunk permit vlan 10 200 300 400

[AC2-GigabitEthernet1/0/1] quit

(2) BCE LN,

# Al WLAN-ESS1 #: 1

[AC2] interface wlan-ess 1

# i & WLAN-ESSI1 # 1AYJE 4~ Hybrid

[AC2-WLAN-ESS1] port link-type hybrid

# FC B 24T Hybrid 35 A9 PVID S4 VLAN 200, 2% (1 VLAN 1 #1393 7234 VLAN 200
ANitf Tag iE T

[AC2-WLAN-ESS1] port hybrid pvid vlan 200

[AC2-WLAN-ESS1] undo port hybrid vlan 1

[AC2-WLAN-ESS1] port hybrid vlan 200 untagged

# JFJ5 MAC-VLAN I

[AC2-WLAN-ESS1] mac-vlan enable

[AC2-WLAN-ESS1] quit

(3) BLE LRS-

# B crypto JERIAY IR 5 AR 1

[AC2] wlan service-template 1 crypto

# 4% WLAN-ESS1 $ H 25 5E I Ik 551545 1
[AC2-wlan-st-1] bind wlan-ess 1

# W E Y HT IR SR SSID 2 service
[AC2-wlan-st-1] ssid service

# BCEINEEN 9 AES-CCMP
[AC2-wlan-st-1] cipher-suite ccmp

# I B4 4R B IR 4 RSN
[AC2-wlan-st-1] security-ie rsn

# [ RETCL IR 55

[AC2-wlan-st-1] service-template enable

[AC2-wlan-st-1] quit
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(4) TC'e SFhAmEE T 4658 IR 55 B .

g

# QI8 AP AT EIRNR, HAFRH officeap, M5 #FREFE WA2620E-AGN, il E
Hrsl=

[AC2] wlan ap officeap model WA2620E-AGN

[AC2-wlan-ap-officeap] serial-id 21023529G007C000020

# #E A AP i radio 2 FILIA

[AC2-wlan-ap-officeap] radio 2

#ORAE AC 2 FCE ARG AR 1 5 5100 2 #E47OCHR, Client 18 53 IR 55 REAR 1 A
VLAN 300

[AC2-wlan-ap-officeap-radio-2] service-template 1 vlan-id 300

#flifie AP [ radio 2

[AC2-wlan-ap-officeap-radio-2] radio enable

[AC2-wlan-ap-officeap-radio-2] return

(5) BL'E 802.1X.

# A JR Tl AR 1 % 42

[AC2] port-security enable

# Ve 802.1X IAIETT Ul EAP

[AC2] dotlx authentication-method eap

# B & WLAN-ESS1 2 [ 13 % 24550k userlogin-secure-ext

[AC2-WLAN-ESSI1] port-security port-mode userlogin-secure-ext

# fliHE WLAN-ESS1 -3 1 22 2R WL DI g

[AC2-WLAN-ESSI1] port-security synchronization enable

# fTRE 11key EAUR AP RT LI RE

[AC2-WLAN-ESSI1] port-security tx-key-type 11key

# 822 802.1X FH i FHAY SR I IAIESK office, AR 1k FH P i b % 2 A B A sl 5
A 1A R 4

[AC2-WLAN-ESS1] dot1x mandatory-domain office

# QM 802.1X ML AR A TIRE, LAY A TCL 44 1l (5 98

[AC2-WLAN-ESS1] undo dotlx multicast-trigger

# RMITEZRHI PR T IIRE, LARESR AN SCIF LR T DI RERY & P I ph ik i) 1~ 2k

[AC2-WLAN-ESS1] undo dotlx handshake

[AC2-WLAN-ESS1] quit

19
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zin

(6) Mt & RADIUS TAGIF 5 ME AIATESL

# BIEEAZ TR office 1) RADIUS J5 283 -3F A% L]

[AC2] radius scheme office

# L E RADIUS J5 22 19 E IR 55 a2 HGE 5 %41
[AC2-radius-office] primary authentication 133.1.0.50
[AC2-radius-office] key authentication key

# liL & AC 2 Ai% RADIUS iz (i FH Y nas-ip Hihikky 133.1.1.3
[AC2-radius-office] nas-ip 133.1.1.3

[AC2-radius-office] quit

# Q1 ISP 3 office, FFilk A

[AC2] domain office

# A lan-access FH PV L & 11%% 4 none, A3k

[AC2-isp-office] accounting lan-access none

# & lan-access F FECEIAIE T2 8 RADIUS 2, 7444 M office
[AC2-isp-office] authentication lan-access radius-scheme office

# & lan-access F P EZAUT 22 8 RADIUS 2, J7Z44 M office

[AC2-isp-office] authorization lan-access radius-scheme office

[AC2-isp-office] quit
(7) FCE VRRP,

# 7t VLAN 400 Hii & VRRP &1 41 1, FFECE VRRP & 041 1 A9 kL 1P ik fy

133.1.1.3

[AC2] interface vlan-interface 400
[AC2-Vlan-interface400] vrrp vrid 1 virtual-ip 133.1.1.3
[AC2-Vlan-interface400] quit

(8) BLEAHLIA

# BUE %1 VLAN iy VLAN 10

[AC2] dhbk vlan 10

# ATREDHLIAE TIRE,  HSCRRXIFRER A
[AC2] dhbk enable backup-type symmetric-path
# BLE XL A4 1D O 2

[AC2] nas device-id 2
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(9) BUEALAC . .
=i
#BCE DY AC (AC 1) Y 1P #ihtoy 133.4.1.1
[AC2] wlan backup-ac ip 133.4.1.1
# 13 AC [ DIfE
[AC2] hot-backup enable
# BUE I AC [AEELBERNIY 2000 2280 (BEEILT)
[AC2] hot-backup hellointerval 2000
# ICE A AC MBI T VLAN 45l VLAN 100
[AC2] hot-backup vlan 100
# IC B % o R DI RE
[AC2] wlan backup-client enable

(10) Bd® IACTP [%id .

# MO E IR RE1E , 12 F2H A4 FRN roam

[AC2] wlan mobility-group roam

# LB TACTP BXGE R HIE A 133.4.1.2, LG HEEY 133.4.1.1
[AC2-wlan-mg-roam] source ip 133.4.1.2

[AC2-wlan-mg-roam] member ip 133.4.1.1

# JF It IACTP f%if

[AC2-wlan-mg-roam] mobility-group enable

[AC2-wlan-mg-roam] quit
3. Bic & Switch

# B # VLAN 100, VLAN 300 1 VLAN 400, H 1 VLAN 100 f§ T % % AC #i
AP [ LWAPP [i% & P 1) 3 5, VLAN 300 b Jo4 P #2 A1) VLAN, VLAN 400 £
RADIUS server Irf VLAN

<Switch> system-view

[Switch] vlan 100

[Switch-vlan100] quit

[Switch] vlan 300

[Switch-vlan300] quit

[Switch] vlan 400

[Switch-vlan400] quit

# Wi Switch 5 AC 1 #Hi%/Y GigabitEthernet1/0/1 £ 11 A9 J@ 1} Trunk, 47 Trunk
% 1/ PVID iy VLAN 100, 2% VLAN 100 i i

[Switch] interface gigabitethernet1/0/1
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£id

,‘

D

[Switch-GigabitEthernet1/0/1] port link-type trunk

[Switch-GigabitEthernet1/0/1] port trunk pvid vlan 100

[Switch-GigabitEthernet1/0/1] port trunk permit vlan 100

[Switch-GigabitEthernet1/0/1] quit

# Wi Switch 5 AC 2 #Hi%RY GigabitEthernet1/0/2 % 1 1@k Trunk, 24Hj Trunk
Ui 1) PVID 2 VLAN 100, F2iF VLAN 100 i@t

[Switch] interface gigabitethernet1/0/2

[Switch-GigabitEthernet1/0/2] port link-type trunk

[Switch-GigabitEthernet1/0/2] port trunk pvid vlan 100

[Switch-GigabitEthernet1/0/2] port trunk permit vlan 100

[Switch-GigabitEthernet1/0/2] quit

# B & Switch 5 RADIUS server A% i) GigabitEthernet1/0/3 % [T % J& 4 A Access,
AL VLAN 400 3@ i

[Switch] interface gigabitethernet1/0/3

[Switch-GigabitEthernet1/0/3] port link-type access

[Switch-GigabitEthernet1/0/3] port access vlan 400

[Switch-GigabitEthernet1/0/3] quit

# Tt & Switch 5 AP #H ## 1) GigabitEthernet1/0/4 % 11 #9 J& £ & Access, I 7014
VLAN 100 j# i

[Switch] interface gigabitethernet1/0/4

[Switch-GigabitEthernet1/0/4] port link-type access

[Switch-GigabitEthernet1/0/4] port access vlan 100

# fliBE PoE TRk

[Switch-GigabitEthernet1/0/4] poe enable

[Switch-GigabitEthernet1/0/4] quit

4. iR RADIUS ARSZ2R

FHEELAMC ) [ fd ] iMC AR A iMC PLAT 7.0 (E0202 ). iMC UAM 7.0 (E0202 ) ],
U] RADIUS fil 55 #5 i BEAS L .
(1) BB & B IMC &, @8 R 008, sds i d iy
FEANRBERT — “HEARSE > “HARSIET KA, $$ “HEINT HeH,
A AT UUE, Bl TR R, #EA TR A RS T,
mE 19 PR, w85 AC 8 BRSCAEHERHAIAE, L2808 “key” 5 EIAUEF
THR RS 5205 “18127 A1 “18137 5 BEFRLSFRAN “ LAN:ANLSS" ; SHHEA
WA “H3C (General)” ; BEREBLT THEMMAEABAS, WShNIP ikl “133.1.1.37 1Y
AW HAOSECR A E, Rl “Bhe” Hes 78 lasaE .



IH 1 802.1X BABIFL B
£ i
1-9 EBIHENRE
(2) FCEBAKR, HEF “HP” g, mfShmhe “BAKKEH” — “BA
RS R SRR, sl WO FRHL, AN —AIEACRES, WE 1-10 P, AR
S “802.1x”7 5 JEPIMIEERE “ EAP IEFIAIE” 5 UEASANUESERIESE “ EAP-PEAP 1A
WE” 5 INUEIEF FIEAESE “ MS-CHAPV2 AIE” 5 HAWSECR HEVEE, JFpds “#ie”
FEA 58 I AERAE -
B > TR - B ERREIE - SN
EHfzE
BAHE
b4 - Enr -
it |
EmEs
BRI E @ LEIPt - & -
TTEEE(Kbps) 1] LATREE(KbpS) 1]
{5 L ] [ | smRSAILE
nEIAn: OFzr @ eapipsili O WAPHERAE
N BT 22
TEVAN ]
[ F#&user Profile T=RFA l:l
[ F#acL

B 1-10 EEEARE
(3) MEMEAMRSSBCE . 2EFE “JHP” &, Sl MR e “RARRE " —
CEEAMRSEHT SR, b WY SR, QIE—-SHEARS, MR 1-11 BiR. HEA
o5 2 A “802.1x 7" 5 BRAHEASKIN LR Z AT QIR SREME “802.1x " 5 HABSHCR IS
{EL, IRy “BIE” L TE R




T M B R A

D AR - BOEREE - EAREEE - RS

Effss
e w ]
55 - BT ¢ B2t ~|@
RERLER RSP EEE ©
BAHEEE TR - R ©)
wamvoorm
BRSS fEi |
[w]FTHiE (@) [ |PortalERiAmAE (B
EARESIE
24
£ I W AEE TR PR B BYODEIE
T AR TR -
BT

P ST,

1-11 BINENRSEE

(4) B PECE, R RIS, SRS I AP > EA

By CHEINT HRE, B NEA S, WE 112 Pros. Sl B
P77 HPEARA “key”; WEASRSHEIA “000”; HASHCR A, JFpd “sie”
FRA 5 AR

1-12 EBNABFERE
(5) BIEA R IO . B HHP” %, Rl SR e AR —
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SEAMPT SR, R SR R, BOn—MEARP, W 1413 Frn. il ik

g
F&7 ¥, fETUE P RERE LRGP “key” s KT HAEIA “key” 5 B SEIHIA L
B “1234567 ; #EEERS 4 “802.1x 7 HABSHCRHEAE, JFdy “Bhe” o
IR
E AP - GRS - 2E RS
PN
3N
Rt o (R ) s
Mo 4
[ #AFER [ J&r&sBYODR A E=:E=1:0 Eatin:
[ PR iz [ amm e TORERRIEE
e ale] [ = SR A
BRI G ] TEEAEIRH o
Portal A A E R+ IR
BRETEE | |
BAIRS
RS MRS i RERS s
802.1x TEH FIRE
1-13 ENENBFES
1.2.4 I6iEfL &
Client #F17 802.1X TAUF F£k, WA A4 “key” ML “123456”7 J&, AUEMI,
#£ AC 1 I ffi F display wlan client fiy 2 #r & Client ) - 28 VLAN {5 &, W DL & 5|
Client ffF§ VLAN 300 [-£k.
[AC1] display wlan client
Total Number of Clients 01
Client Information
SSID: service
MAC Address User Name APID/RID IP Address VLAN
0022-3f90-938¢ key 1 /2 0.0.0.0 300
i ] display connection fiF 2 EHEZEFE, WTURHHRAE—-NE P umS AC 1 #8577
pUCEE N
25
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g d [AC1] display connection
Index=5 ,Username=key@office
MAC=00-22-3F-90-93-8E
IP=N/A
IPv6=N/A

Total 1 connection(s) matched.

1E AC 2 f# ] display wlan client g% # 7 Client [ 12k VLAN {5 &, [FIFERT LA 2]
Client {1 /1] VLAN 300 [-£E. 1At AP 2y Backup JRZS, S2hr AC 1 £33 K8 Client.

[AC2] display wlan client
Total Number of Clients 01
Client Information

SSID: service

MAC Address User Name APID/RID IP Address VLAN

0022-3190-938e key 1 /2 0.0.0.0 300

fiiH display connection g2 & FHHEEFE, WTUFRHHRA 1% PS5 AC2 #5 1
U

[AC2] display connection

Index=4 ,Username=key@office
MAC=00-22-3F-90-93-8E
IP=N/A

IPv6=N/A

Total 1 connection(s) matched.

¥ AC 1 WiTF, TTLLE IR Client A& N4, 43980 LLIE #3815,



BEANEH & (access controller) 2 —M M %&k &, AAEEEMXBEARLENE TN AP (T4
BNE), MAEAPHATTARE, BARE. {HMEREE. APrENEHE, ZREBLENE
KETR, BTRUNIEENLERZEEZEGRNERETR, XTFEAARTLBENRK, AEFE
SANMP AT, BMEEAPH TR LR VEATENAT, RATEELLEHE. BEANET
REFBRCEATKENER, ERTZEXBINUFGNIERAER S M, RAVZEE UKL ALH

F T 5 P B b
AIE WES LT

521 ACT + 1 AEHEE )

IMH 2 AC HFHERE

522 AC1 + NAEHERE )

AC 1+ 1 EHEE

WE 2-1 FiR, R T#RR S AC W REOCE K Fim ok AL, N HHEE TS AC,
SEEL 1+ A . AC L AER EH AC ST TEZE RS, AC 2 14 H AC O ACT #2155, AC 1
5 AC 2 it — & TR MHUAHE . 2R

(1) AP Al Client ifi i DHCP server 3R IP Hihil: .

(2) 4 AC 1 BAMpERE, feigr BIYHE] AC 2 4822 Client $2HEICLL IR 555 78 AC 1 iR
J&, BEREYIIRIE AC 1 24 Client $EHETCL RS .
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%E‘,— DHCP sarver
Vian-int100:
192.168.1.10/24
! GE1/0i4 M
Client
Vian-int100:
192.168.1.20/24
AC 2
2-1 AC1 + 1 #EHEes
2.1.1 BB
RTHEE AC BB S, AP Al DAEHUI )+ AC I, TFEMHE AC 1 AL
T AC 2,
2.1.2 EFEEIN
(1) BlE AP BYFH) S0, RNHIZF 555 AP ME—X R, AP A7 515 Al LI i3
AP AT AR AR EL
(2) £, & AC X TRERMIRS A E— AP, H AP AR E T D & A0 R
—2 (B& AC /Y IP HbhE ARSI & 2 4h), B2 AC W F . RS2 )5, kR
UE AP 575 TAEIEH o
213 EETE
1. BEE ACT
(1) Bl'® AC 1 $:10,
# Q)5 VLAN 100 S H X0 ) VLAN £ 0, I iz 3 D& 1P Mkl AC KHfdi
ZAE O R IP #hk S AP 257 LWAPP fxid
<ACI1> system-view
[AC1] vlan 100
28
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[ACI-vlan100] quit >

[AC1] interface vlan-interface 100 L wi

[AC1-Vlan-interface100] ip address 192.168.1.10 255.255.255.0

[AC1-Vlan-interface100] quit

# A VLAN 200 f: 2 ESS # 1 9 8t 4 VLAN, [A] i £f: 24 Client £ A 9 Mk 55
VLAN, F4iZi% O E 1P #ihk

[AC1] vlan 200

[AC1-vlan200] quit

[AC1] interface vlan-interface 200

[AC1-Vlan-interface200] ip address 192.168.2.10 255.255.255.0

[AC1-Vlan-interface200] quit

# 76 AC | FRECENEMIIEE, FIFEE VLAN 200 1Ek AC [8] FF #8503 (1 A= i
K (1 VLAN

[AC1] hot-backup enable domain 1

[AC1] hot-backup vlan 200

# 78 AC 1 FFECHE AC 2 1) IP il 192.168.1.20 45> AC Fll AP ST B3H 42 1 1Y
IP Hbdi:

[AC1] wlan backup-ac ip 192.168.1.20

# fll# WLAN-ESS 1 1

[ACI1] interface wlan-ess 1

# fic B WLAN-ESS 1 #2[12850°4 Hybrid

[AC1-WLAN-ESSI1] port link-type hybrid

# FC B 41T Hybrid 3% A9 PVID 24 VLAN 100, 2%k VLAN 1 @1 7f 724 VLAN 100
ANy Tag ok

[AC1-WLAN-ESSI1] port hybrid pvid vlan 100

[AC1-WLAN-ESS1] undo port hybrid vlan 1

[AC1-WLAN-ESSI1] port hybrid vlan 100 untagged

# i MAC VLAN g

[ACI-WLAN-ESS1] mac-vlan enable

[AC1-WLAN-ESS1] quit

# It & AC A9 GigabitEthernet 1/0/1 3% I i) J& £ & Trunk, 471 Trunk ¥ I f) PVID
A VLAN 100, i VLAN 100 Al VLAN 200 i1

[AC1] interface gigabitethernet 1/0/1

[ACI1-GigabitEthernet1/0/1] port link-type trunk

[AC1-GigabitEthernet1/0/1] port trunk pvid vlan 100

[AC1-GigabitEthernet1/0/1] port trunk permit vlan 100 200

[AC1-GigabitEthernet1/0/1] quit
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zin

(2) B IR

# QI3 clear SB[ IR SSHIAR 1

[ACI1] wlan service-template 1 clear

# VBCHE TR 55 BEARIT) SSID 2 service

[AC1-wlan-st-1] ssid service

# 45 WLAN-ESS 1 £ 1 J8 & Ik 55804 1

[AC1-wlan-st-1] bind wlan-ess 1

# Je ek ik 55

[AC1-wlan-st-1] service-template enable

[ACI1-wlan-st-1] quit

# 76 AC 1 19 AP Bitit 0K T i # AP & F5 0 officeapl, #1544 FRIE$E WA2620E-

AGN

[AC1] wlan ap officeapl model WA2620E-AGN

# 1B AC b AP BHEAMLES N 6, 75150 21023529G007C000020
[ACI1-wlan-ap-officeap1] priority level 6

[ACI1-wlan-ap-officeap1] serial-id 21023529G007C000020

# JEA AP 1 radiol SFARALIE, HC Mk 55 B0 1 55040 1 BEA7 SCHK, fdRE AP 1Y

radiol G4

[ACI1-wlan-ap-officeap] radio 1
[ACI1-wlan-ap-officeap1-radio-1] service-template 1
[AC1-wlan-ap-officeap1-radio-1] radio enable
[AC1-wlan-ap-officeap1-radio-1] quit
[AC1-wlan-ap-officeap1] quit

2. BcE AC2

(1) Bl'E AC2 410,

# BIFE VLAN 100 Jz HGFR A VLAN $: 01, I hyizd i & 1P Hihk . AC H¥5fdi

ZAE O 1P Hihl 5 AP 257 LWAPP f%iE

<AC2> system-view

AC2] vlan 100

AC2-vlan100] quit

AC2] interface vlan-interface 100

AC2-Vlan-interface100] ip address 192.168.1.20 255.255.255.0
[AC2-Vlan-interface100] quit

# B & VLAN 200 fF: 2 ESS #% I /) $k 4 VLAN, [A] i /F Jy Client # A Ml 55

[
[
[
[

VLAN, JRhizizAfcE 1P ik

[AC2] vlan 200
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[AC2-vlan200] quit ,; i

[AC2] interface vlan-interface 200

[AC2-Vlan-interface200] ip address 192.168.2.20 255.255.255.0

[AC2-Vlan-interface200] quit

# 75 AC 2 D ERASMIIAE, [FATHECE VLAN 200 /£ AC [a] F-F# & 0 1 A vy
K (1 VLAN

[AC2] hot-backup enable domain 1

[AC2] hot-backup vlan 200

# 76 AC 2 FFiE AC 1 (1 IP Hihl 192.168.1.10 S 3= AC I AP #HEvy jk 8 1942 H 1) TP
Hihk

[AC2] wlan backup-ac ip 192.168.1.10

# f# WLAN-ESS 1 £z11

[AC2] interface wlan-ess 1

# it B WLAN-ESS 1 $2 [12880°5 Hybrid

[AC2-WLAN-ESSI1] port link-type hybrid

# I B 24 A Hybrid ¥ [ 39 PVID 4 VLAN 100, 2%k VLAN 1 id 3f 72 VLAN
100 AN4ff Tag i

[AC2-WLAN-ESSI1] port hybrid pvid vlan 100

[AC2-WLAN-ESS1] undo port hybrid vlan 1

[AC2-WLAN-ESSI1] port hybrid vlan 100 untagged

# ik MAC VLAN Tifi§

[AC2-WLAN-ESS1] mac-vlan enable

[AC2-WLAN-ESS1] quit

# L B AC [ GigabitEthernet 1/0/1 #% 1 (9 J& 4 & Trunk, 47 Trunk % 1/ PVID
& VLAN 100, FtiF VLAN 100 #1 VLAN 200 i@ iz

[AC2] interface gigabitethernet 1/0/1

[AC2-GigabitEthernet1/0/1] port link-type trunk

[AC2-GigabitEthernet1/0/1] port trunk pvid vlan 100

[AC2-GigabitEthernet1/0/1] port trunk permit vlan 100 200

[AC2-GigabitEthernet1/0/1] quit

(2) BLE LRS-

# QI clear ZERIAY IR S5 A5AR 1

[AC2] wlan service-template 1 clear

# BCE YIRS BRI SSID 4 service
[AC2-wlan-st-1] ssid service

# 45 WLAN-ESS1 $% 1 98 2 IRk 55 A 1
[AC2-wlan-st-1] bind wlan-ess 1
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. # Je G I 55

[AC2-wlan-st-1] service-template enable

[AC2-wlan-st-1] quit

# 76 AC 2 1 AP Bt AL IET T Tic & AP 24 #K 0 officeapl, -5 44 FRIEPE WA2620E-
AGN

[AC2] wlan ap officeap]l model WA2620E-AGN

# BE AP (T35 4 21023529G007C000020, LAK AP (2 AL Se B R Gi il
fH 4

[AC2-wlan-ap-officeap1] serial-id 21023529G007C000020

# JEA AP [ radiol SFMRLIA, P B MRS ARG AT | EATSCHK, HRE AP Y radio 1
UIpl

AC2-wlan-ap-officeap1] radio 1

AC2-wlan-ap-officeap1-radio-1] service-template 1

[
[
[AC2-wlan-ap-officeapl-radio-1] radio enable
[AC2-wlan-ap-officeapl-radio-1] quit

[

AC2-wlan-ap-officeapl] quit
3. B2 & Switch

# @7 VLAN 100 #1 VLAN 200, Hrt VLAN 100 H] T5%% AC F1 AP [a] LWAPP [i%
EANRTE, VLAN 200 HJCEHI 42 AR) VLAN

<Switch> system-view

[Switch] vlan 100

[Switch-vlan100] quit

[Switch] vlan 200

[Switch-vlan200] quit

# B Switch 5 AC 1 #Hi%RY GigabitEthernet1/0/1 4% 1 1@k Trunk, 247 Trunk
Uit A9 PVID 25 WLAN 100, ftif VLAN 100 #1 VLAN 200 i@ i

[Switch] interface gigabitethernet 1/0/1

[Switch-GigabitEthernet1/0/1] port link-type trunk

[Switch-GigabitEthernet1/0/1] port trunk pvid vlan 100

[Switch-GigabitEthernet1/0/1] port trunk permit vlan 100 200

[Switch-GigabitEthernet1/0/1] quit

# fid & Switch 5 AP #H3i% Y GigabitEthernet1/0/2 #% 1 B9 JE A Access, 241 Access
s H SL¥F VLAN 100 i, Jf-fiifE PoE ZhiE

[Switch] interface gigabitethernet 1/0/2

[Switch-GigabitEthernet1/0/2] port link-type access

[Switch-GigabitEthernet1/0/2] port access vlan 100
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[Switch-GigabitEthernet1/0/2] poe enable /_. i

[Switch-GigabitEthernet1/0/2] quit

# Wi & Switch 5 AC 2 #Hi% 1Y GigabitEthernet1/0/3 4% 1 (@44 Trunk, 47 Trunk
¥t F ) PVID 2 VLAN 100, i VLAN 100 Fl VLAN 200 iz

[Switch] interface gigabitethernet 1/0/3

[Switch-GigabitEthernet1/0/3] port link-type trunk

[Switch-GigabitEthernet1/0/3] port trunk pvid vlan 100

[Switch-GigabitEthernet1/0/3] port trunk permit vlan 100 200

[Switch-GigabitEthernet1/0/3] quit

# It & Switch 5 DHCP server FH3% ) GigabitEthernet1/0/4 #% 11 B9 JEMER Access, JF
FeiF VLAN 100 i@ it

[Switch] interface gigabitethernet 1/0/4

[Switch-GigabitEthernet1/0/4] port link-type access

[Switch-GigabitEthernet1/0/4] port access vlan 100

[Switch-GigabitEthernet1/0/4] quit

2.1.4 B8ikfcE

(1) &F AC MRS . AP BIPIRESME P imis R3S .
1E AC 1 I fifi FH display hot-backup state fif 2 & & & /3 IR A, 7 L7 # Link State iy
Connect, Peer Board MAC X451 AC B MAC Hitil, Peer Board State & Normal.

[ACT1] display hot-backup state

sk sk s sk sk sk sk sk sk sk sk sk sk sk sk sk sk s sk s sk sk sk sk sk sk sk sk sk sk sk sk s sk s sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk seoske sfeoske skeosk skesk skeoskoskoskok sk

Vlan ID 120

Domain ID 1

Link State : Connect

Peer Board MAC : 000f-e27e-0bc7
Peer Board State : Normal

Hello Interval :30

fE AC 2 I-ffi ] display hot-backup state fiir %> 5 F #5 /3 IR, 7 LIF F| Link State 2
Connect, Peer Board MAC “NX1ui 3 AC A MAC Hilil:, Peer Board State >4 Normal .

[AC2] display hot-backup state

i sfe sfe e >k sfe sfe she sk sk sfe sfe ske s sk sk sfe ske sk sk s sfe she sk sk sfe sfe ske sk sk sk sfe ske sk sk s sfe ske sk st sk sfe ske sk sk sfe sfe sie sk sk s sfe ske sk sk sk sfe ske sk sk sk sfesie sk skeskesk
Vlan ID 120

Domain ID 1
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o Link State : Connect
zin
Peer Board MAC : 000f-e212-f101
Peer Board State : Normal
Hello Interval : 30

1£ AC 1 Lf#i ] display wlan ap name officeapl 722 A AP MIEMPIRE, 4550 Run/M,

[AC1] display wlan ap name officeapl
AP Profile

AP Name APID State Model Serial-ID

officeapl 1 Run/M  WA2620E-AGN  21023529G007C000020

1E AC 2 i display wlan ap name officeapl fir> A AP MTEMPIRAE, 45540 Run/B.

[AC2] display wlan ap name officeapl
AP Profile

AP Name APID State Model Serial-ID

officeapl 1 Run/B WA2620E-AGN 21023529G007C000020
TE AC 1 f#if display wlan client fif & & FZRAY LR P otk 2, 45950 Running,

[AC1] display wlan client
Total Number of Clients 01
Total Number of Clients Connected : 1

Client Information

MAC Address BSSID AID  State PS Mode QoS Mode

001b-110b-7274  000f-e28b-fd40 1 Running Active None

7E AC 2 I f#iH] display wlan client fig %A F [ ZRHITCLE PR, 45594 Running/B.

[AC2] display wlan client
Total Number of Clients 01
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Total Number of Clients Connected : 1

"
s
Client Information
MAC Address BSSID AID  State PS Mode QoS Mode
001b-110b-7274  000f-e28b-fd40 1 Running/B Active None

(2) M3 AC A FREEIRER, A7 AP IRES % kSR 2E L.

N AC 1 RS BER, Al AP ZEHAPIRAS H Run/B D40 Run/M,  ERRYTEL %K
Ui RS Running/B 7ZZ A Running .

[AC2] display wlan ap name officeap1

AP Profile
AP Name APID State Model Serial-ID
officeap1 1 Run/M  WA2620E-AGN 21023529G007C000020

[AC2] display wlan client
Total Number of Clients 01
Total Number of Clients Connected : 1

Client Information

MAC Address BSSID AID  State PS Mode QoS Mode

001b-110b-7274  000f-e28b-fd40 1 Running Active None

1E AC 1 i/ display wlan ap name officeapl fy & A AP HIEFARE, TTLIESh

Run/M YJ#:>4 Run/B ; f# FH display wlan client fif &2 A FZRAY LR T kA, 4584
Running/B.

[AC1] display wlan ap name officeap1

AP Profile
AP Name APID State Model Serial-ID
officeap1 1 Run/B WA2620E-AGN 21023529G007C000020

[AC1] display wlan client
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» Total Number of Clients o1
gl
Total Number of Clients Connected : 1
Client Information
MAC Address BSSID AID  State PS Mode QoS Mode
001b-110b-7274  000f-e28b-fd40 1 Running/B  Active None
1E AC 1 i HERR 5, 76 AC 1 _Lf#i ] display wlan ap name officeapl iy %A & AP [y
HEFRAS, ATRAE B H Run/B Yl Run/M ;i 1] display wlan client fig 2> £ & 410
L& PR, 4580 Running,
[AC1] display wlan ap name officeapl
AP Profile
APName  APID State Model Serial-ID
officeapl 1 Run/M WA2620E-AGN 21023529G007C000020
[AC1] display wlan client
Total Number of Clients 01
Total Number of Clients Connected : 1
Client Information
MAC Address BSSID AID  State PS Mode QoS Mode
001b-110b-7274  000f-e28b-fd40 1 Running Active None
1 AC 2 I ffiF display wlan ap name officeapl fii &2 A AP ESRLIRA, 45580 Run/
B; f#iH display wlan client g4 &AM TR P umkas, 4550 Running/B.
[AC2] display wlan ap name officeapl
AP Profile
AP Name APID State Model Serial-ID
36
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officeap1 1 Run/B WA2620E-AGN 21023529G007C000020 /o i
\ A U
[AC2] display wlan client
Total Number of Clients 01
Total Number of Clients Connected : 1
Client Information
MAC Address BSSID AID  State PS Mode QoS Mode
001b-110b-7274  000f-e28b-fd40 1 Running/B Active None
22 AC1 + NIWERNEE
mE 2-2 iR, JTCERME AT G o4 AC 1 AT AC 2, 73528 AP 1 Fil AP 2 42
HETE MRS . ELRAEMZE I In—& AC, fERMH T AC &M AC, ZRUNTT -
(1) FERNEN 3 AC BBEIS 17 30 BbN, AP & Esh Ui 84 AC L.
(2) 7EF AC BUEHERR S, AP 2485 £ AC EHh g a8 kia, a7 s,
M AP YN RN AC 10iEHE, Hshblisl 3 AC L.
DHCP server
Client 1 GE1/0/6
Client 2
2-2 AC 1+N B HEE
37



